
                                                               POLICY ON CYBER SECURITY                      

 (DURING WORK FROM HOME) 

 

In context to outbreak of Covid-19 Pandemic worldwide, most of the people seamlessly began working from home. As the basic security 

measures to protect digital security, some policies as felt necessary are listed below: 

(1) General usage of Computer/ Laptop: 

a. Do not download and install pirated software or anything else from random sites off the Internet.  

b. Create strong passwords for login by using a combination of letters, numbers, and special characters. 

c. Computers should be protected from virus/worms using Antivirus software. 

d. Firewall of the operating system should be in enable mode. 

e. Make sure operating system, application and software patches including anti-virus software are up to date; and auto updates 

are turned on in the computer. 

f. Don't leave the computer unattended with sensitive information on the screen. 

g. Always lock   computer before leaving workplace to prevent unauthorized access.   

h. Be careful of during plug in any external device in the computer. Malware can spread through infected USB drives, external 

hard drives, and even smart phones. 

i. Backup important files at regular intervals to avoid unexpected loss. 

j. Do not give remote access, file and print sharing option to other computers. 

(2) General usage of Internet: 

a. Always be careful when clicking on links or downloading. If it’s unexpected or suspicious for any reason, don’t click on it. 

b. Always use updated web browser for browsing. 

c. The "Save password" option prompted by the browser should not be selected if a window appears after entering information 

on the login screen. Don’t save account information, such as passwords or credit card information in web browsers, especially 

on those PCs which are shared with other users. 

d. No classified information of government can be stored on private cloud services. 

(3) Password Management : 

a. Create strong password comprising of mix of alphabets, numbers and characters. 

b. All passwords (e.g., email, computer, etc.) should be changed periodically at least once every three months.  

c. Always decline the use of the "Remember Password" feature wherever it is prompted by the applications.  

(4) External storage device: 

a. Auto run/ Auto play feature must be disabled for all removable media. 

b. It is advisable to scan all removable media with anti-virus software before use. 

c. The contents of removable media must be removed/ erased after the official purpose has been served. 

(5) Email Communication: 

a. Avoid downloading email attachments or clicking on suspicious links received in emails from unknown or untrusted sources. 

b. Classified information be not communicated via emails. In case of emergent requirements to do so, the approval of competent 

authority should be obtained. 

c. If there is any known Web address in the e-mail, instead of clicking them, type them in the browser and open the site.  

d. Auto save of password for email accounts should not be enabled. 

e. Logout from mail accounts after work is done. 

f. Do not open / forward / reply to any suspicious e-mails. 

g. Do not open attachment having extension such as EXE, DLL, VBS, SHS, PIF, SCR. Typical example., . txt.exe, .doc.exe 

(6) Home Wi-Fi network: 

a. Turn on WPA2 or higher encryption feature in wireless routers. 

b. Change the network device default password. 

c. Turn off wireless router when not needed for any extended period of time.  

d. Update the firmware of wireless devices regularly as it will reduce the number of security loop holes in the device.  

e. Disable remote management feature in routers to protect against unauthorized access. 

(7) Secure Video Call: 

a. For video chatting, always use Web clients inside of browser. 

b. Download and install any software, make sure that are downloading from a legitimate website.  

c. For video-chatting use the software where end-to-end encrypted is there. Do not share any password or authentication details 

over it. 

d. Don’t share virtual meeting URLs, or screenshots from video calls on the social media.  

e. Remember to close all software(s) that are not required during the meeting. 

f. Connect to the internet via secure networks. Avoid open/free networks. 

g. The microphone should always be on mute. There will be times when private topics may be discussed, and having the 

microphone on mute will help prevent any leaks or unnecessary sharing of embarrassing information. 

      

                                                                                                                                        Issued by Authority 


